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ABSTRACT

A systemhasbeenbuilt that embedsarbitrary digital datain an iconic representatiorof a text image. For
encoding,a pageimage containingtext is analyzedfor the text regions. A highly reducedimageof the pageis
generatedwith aniconic versionof thetext thatencodesninput datastreamsubstitutingfor thetext regions. The
datais encodednto modulationsof rectangulaiiconic representationsf text words, wherethe length, heightand
vertical positioningof rectanglesaswell asthe spacingbetweenrectanglescanall be independentlyaried. No
correspondenceeedbe maintainedbetweenthe wordsin the documentandthe word icons. Word iconsor other
markson eachline canbe usedfor identifying, calibratingandjustifying iconic text. Decodingproceedsy finding
iconic linesanddeterminingthe iconic word sizesandlocations.Word iconsprintedwith 8x reductionarereliably
decodedrom 300 ppi binaryscans.

One applicationis to presenticonified first pagesof mary documentson a sheetof paper wherethe URL
of eachdocumentis encodedn its icon. Icon scanningand selectionthenallows retrieval of the full document.
Anotheruseis to print anicon on every pageof a documentgcontainingmeta-informatioraboutthe documenbr the
specificpage,suchasthe version,revision history keywords,authorizationor a signedhashingof the full image
for authentication.

Keywords: embeddedligital data,iconic, watermarkingjmagesegmentationdocumenimaging,pagesegmenta-
tion, imagereduction

1 Introduction

With the easeof electronicprinting hascomea proliferationof paperdocumentshatcoexist with electronicver
sions. Additionally, therearelegag/ andotherpaperdocumentgor which the electronicversionsarenot available.
Documentstorageandretrieval systemsput variousrequirement®n the ability to intercowert betweenpaperand
electronicforms. For example,for somesystemst is usefulto placemachine-readablgataonthe printeddocument
thatrefersto oneor moreelectronicversions.

Machine-readabldatacanbe placeddirectly onadocumentn avarietyof ways,which canbeclassifiedoy their
degreeof visibility. Barcodeseither1D or 2D, arevisible oninspectionasmachine-readablgata. Watermarksare
attheotherendof the spectrumthedatais hiddenwithinlthe elementf thedocumenthatwould appeawirtually



the samein its absenceWatermarksare particularlydifficult to placeon printedtext. Brassiletal. shavedthata

smallamountof datacouldbe hiddenin printedtext usingeithersmalldisplacementm theverticallocationsof text

lines or in the horizontallocationsof text wordswithin eachline? In betweerntheseextremes,datacanbe placed
within a specialgraphicelementin sucha way thatit is not obvious on casualinspection. An exampleis Xerox

DataGlyphs: which have the appearancef a uniformly stippledregion, particularly when the marks (typically

ellipsesorientedat +45 deg) areseparatethy lessthan0.020inches.Thepurposeof this paperis to presentanother
exampleof inconspicuouslataembeddedn a graphicelementwherethe graphicelementmay have an additional
recognitionfunctionfor the obserer.

Thumbnailreductionsof pageimageshave beenusedin bitmapdisplaysto allow selectiorbasedon our ability
to identify differentdocumentgor classeof documentspy inspection'? Peairshasdescribedhe useof “paper
icons”for allowing amachinego distinguishbetweerreducedmagegthumbnails) of printedpagessothataselected
thumbnailcould be usedto refer unambiguouslyto its originating document.! He choseto producean iconic
representationf the pageby replacingthetext of eachthumbnailby a sequencef tiny blackrectangleswhereeach
rectanglecorrespondedo a charactelin the original image. This icon accuratelypresered the appearancef the
full resolutionimage,andthe numberof charactersn eachword could be determinedrom a high resolutionscan
of theicon. This string of numberds a signaturghatcanbe mappednto anindex in adatabasef documents.

Theiconic representatiomsedby Peairsbearsa closerresemblencéo the thumbnailsfrom which it is derived
thanis requiredfor visualidentificationof the page. The mostsignificantvisual cluesarederived from the overall
layout, embeddediguresandline-art, andlarge text. However, at a scanresolutionof about40 ppi, text in 14 pt
fontis notreadablevhenprintedat about8x reductionon a 300 ppi printer Consequentlywe areatliberty to make
largerchangesn the smalltext regionsof theicon, andwe do this for two purposesto embedarbitrary digital data
in thetext regionsandto enablereliablereadbaclof this datafrom mediumresolution(e.g.,300 ppi) binaryscans.

The appearancef aniconic imageis relatively unchangedf, in the regions of smalltext (say lessthan 14
pt), the pixels correspondingo eachtext word arereplacedby a solid rectanglethatfills the boundingbox for that
word. We referto this substitutionas“word greeking”. In orderto embedarbitrary digital datawithin thesetext
icon regions,we proposeto furtheraltertheiconic imagein a numberof waysthatpresere the visualappearance
of greeledtext. Namely we usegreeled rectangle®f variouslocationsandshapesvithin eachiconictext line that
arechoserspecificallyto encodearbitrarydigital data.

The datawithin theiconswill bereferredto ashlocks. Althoughthe shape®f the blocksroughly approximate
the distribution of word sizesthatwould appearat the thumbnailresolution,no attempt is made to correlate block
shapes with word sizes occurring at the same location in the thumbnail.

Beforeproceedingwe stepbackandconsidericonic representationsf documentsnoregenerally distinguish-
ing betweentwo differenttypes: quasi representationand stylistic representationsQuasiiconic representations,
suchasthosegeneratedyy Peairs presensuficient similarity to thethumbnailto make themvisually recognizable
asastand-infor it. Stylisticiconicrepresentationaresimilarto iconsappearingn graphicaluserinterfacesjn that
they represenéclass of documentsandthey maycontainreadabldext to distinguishbetweemmemberof theclass.
For example,a stylistic representatiomay have thetitle in afont large enoughto read,underwhich the digital data
is written usinglines of word-shapedlocks, asdiscussedbove. In the following we consideronly quasiiconic
representations.

Therearemary applicationsn which techniquedor embeddingarbitraryinformationunobtrusiely within an
imagecanbe combinedwith the useof aniconic imagerepresentatiorin orderto both encodeusefulinformation
in anindiscerniblemannerandto make useof humanpattern-matchingbilities. For example,the iconic image
is a usefulmechanisnfor inconspicuoushembeddingdigital informationin imagesin ary applicationwherethe



presenc®f aniconicimageis providedasa surrogatdor afull-sized versionof animage.ThusPeairs’application
canbeimplementedby placingthe URL of the documentwithin the icon, eliminatingthe needfor a databasef
word-lengthsignaturegor eachdocument.This andotherapplicationsaredescribedn Sec.4.

1.1 Plan of the paper

Two processessncodinganddecodingaredescribedn Sec.2 andSec.3, respectiely. Theencodingprocess
requiresseggmentationto locatethe regions of normal sizedtext thatwill be replacedby datablocksin the icon.
The mappingfrom datato blocks mustbe donein sucha way that it mimics the appearancef text words, and
several methodsare describedthat obey this constraint. The decodingprocessalso beggins with segmentationto
locatethe blockswithin theicon. This is followed by measurementsn the blocksto determinefirst the method
usedfor encodinghemessagén theblocks. Thenthemeasuregarametersf the blocksareusedto reconstructhe
messageThisis followedin Sec.4 by examplesof documenimagingapplicationghatareenabledoy iconic data.

2 Encoding of Iconic Data

To encodean arbitrary messagevithin an iconic image of a page,the regions of median-sizedext mustbe
locatedandorderedin somearbitrarybut non-ambiguousvay. The digital datamay be alteredin severalwaysto
allow recovery andimprove the appearancef the icon. A methodis thenchosento mapthe messagento data
blocksarrangedvithin thetext partsof theicon.

2.1 Image Segmentation in Encoding

If an electronicrepresentatiof the document(otherthan a rasterimage)is available, segmentationcan be
performedeitherdirectly on thatrepresentatiompr on a rasterimagegeneratedrom it. For theformer, generically
usefulsegmentersvould operateon eithera high-level markuplanguag€e.g.,SGML) or on oneof thecommonand
powerful pagedescriptionanguageepresentationsf theresultingimage,suchasPDFor PostScriptDoermarand
Furutadescribeda pagesggmenterusingTeX’'s DVI format® A PostScripandPDL parsetthatextractsASCII text,
pstotext, is publicly availablefrom DECT in their Virtual Paperproject. The mostgenericsegmentemworks directly
from therasterimage,andthatis thetypeusedhere.

The encodersggmentationoperationghat arerequiredform a subsetf the layoutanalysisusedfor document
imagesummarizatiori, with somechangesn thetextblock sieving andordering. The major operationsequiredare
(1) imagedeslew,? (2) identificationandremaval of halftoneimages! (3) identificationof regionsthat consistof
text blocks,(4) selectionof text blockswith fontsin a prescribedangeof sizes,and(5) orderingthetext blocks.In
the processthefont sizeandinterline spacings measuredor eachselectedext block.

In step(4), we first measurahe averageinter-line spacingandthefont size,andtestagainsta criterionthatthe
text is not readablevhenprinted out at 8x reduction. This criterionis thatthe font is smallerthanapproximately
14 pt. Thetext blockswith predominanfont sizeandinterline spacingsandwith a minimum of 3 text lines, are
selectedln step(5) thetext blocksareorderedn strict column-majororder ratherthanrow-majororder to reduce
ambiguity Subsetsaregroupedinto “columns” thatall mutually overlapin the horizontaldirection. A block that
actsasa horizontalbridge betweerblockswith no horizontaloverlapis assignedo the left-mostcolumn. Within



size | x-height | max vert extension | char width | inter-line
10pt 3 55 2.5 7
12pt 4 7 3 9

Table 1: The approximate size, in pixels at 7x reduction and 300 ppi, of font-related
quantities for Times Roman: x-height, maximum vertical extension including
ascenders and descenders, average character width and inter-line spacing.

eachcolumn,blocksareorderedvertically from top to bottom,andthenthe columnsareorderedirom left to right.

If the blocks areto be laid out over eachtext line, the appearancef the paragraphaill automaticallybe
maintained.With a morefree-formlayout, it may be desiredto replicatein the icon the type of paragrapHayout
thatappearsn theoriginal. A simpleheuristicis usedto determinghe paragraphayoutmethod.In eachtext block,
checkthe locationof the beginning and endingof eachtext line, relative to the lines abore andbelonv andto the
left andright edgesof thetext blocks. It is easyto determinef mostof theright edgesarealigned (justified). For
shortlines that are not right justified, if the following line is indentedthe paragraptormattingis likely to be by
indentation.Otherwisejf thefollowing line follows ata largerverticalspacingthe paragraptormattingis probably
indicatedby extra verticalapace.

2.2 Layout of Iconic Data

Thekey requirement®f iconic dataencodingarethat(1) the dataregionsin theicon have thevisualappearance
of words, (2) the datahasa characteristi@ppearancéhat allows the decodersegmenterto find it reliably, and (3)
thedataitself is quantizedsothatit canbereliably decodedrom a 300 ppi scanof a 300 ppi laserprinter

The encoderseggmenterfinds the approximatecharactetheightsandline spacingswithin textblocks that are
choserfor embeddinglata. Text acceptabldor iconic replacemenat approximately7x reductionhasfont sizesnot
greaterthan14 pt, andline spacingup to about28 pt. The decodersegmenters ability to groupseparatdinesinto a
“text block” placegheupperlimit online spacing.Tablel givesapproximatesizes,in pixels,of 10and12 pt Times
Romantext at43 ppi (of theoriginalimage),correspondingo about7x reductionon a 300 ppi scan.

The variousblock sizesandline spacingsin the icon shouldbe chosento give an appearancsimilar to the
text in the thumbnail. The actualtext may be both left andright justified, and may delineateparagraphdy first
line indentationor extra inter-line spacing. The degreeto which suchdetailsare emulatedin the icon blocksis
application-deperadt. Right justification may not be necessaryisually, but it is relatively easyto achiee by
severalmethodsata costof somelossin ability to encodedata:

¢ Usethewhite spacebetweerthe blocks.
e Usethefirst or lastblockto justify thelines,anddo notencodedatain its length.

¢ Usevariablelength marker blocks at one or both endsof eachline to provide both right justification and
verticalalignment(SeeSec.2.4).



Of thesethree,the useof white spacefor justificationis generallythe mostsatisactory bothvisually andin data-
carryingcapacity andthis methodwill beillustratedhere. If emulationof paragraphocations,with or without the
paragraptdelineationmethodusedin the original, is not required,thenthe locationof paragraphsandtheir visual
representatiomaybe choserfor simplicity andreliability of decoding.

Two differentmethodsof formattingthe blockshave beenused.In theline-preserving method the appearance
of the original text formattingis maintainedwith respectto line locationandline length. Only the lengthsof the
blockswithin theline differ from the original words. This methodworksfor all textblocks,andis requiredwhenthe
text is notwell block-structuredaswhenit fills aroundanirregular object(see.e.g.,Fig. 1). In thefree-formatting
method,no attemptis madeto conformto line lengthsor locations. Theinterline spacingof the original text can
be usedasa guidein choosingthe numberof datablock lines, but this is not necessaryParagraphdelineationis
arbitrary

Theencodingnethodsanbechosereitherstaticallyor dynamically Differentencodingnethodshave different
appearancegndsomemay be chosenn adwancebecausdhey arepreferablefor anapplication. The encodercan
also choosethe methoddynamically dependingon the font size and line spacingused. For example,if when
encodingwith the line-preserving format, thereis morelatitudeto vary the block heightfor largertext fonts. Thus,
14 pt fontsmaybe encodedvith threedifferentheights,11 pt and12 pt with two, and10 pt or smallerwith uniform
block height. The choiceshouldbe doneat the granularityof the text block, andequalsizedfonts shouldusethe
sameencodingmethodssothatthedecodercanunambiguouslyletermingheencodingmethodfor eachtext block.

Whenthe blocks are formattedusingline-preserving, or to simulateparagraphsshortlines will occur If the
first or last block is not usedfor line justification, thenwe usethe rule that datais always storedon a line, even
oneconsistingof a singleblock. In this case,sincethe lengthof the block is determinedby the dataand not the
sizeof theoriginal line, theremaybe somediscrepang betweerthetwo sizes,evenwhenusingtheline-preserving
method.

2.3 Encoding datain block and space lengths

Thereare several methodsfor encodingdatain the symbollines. First, it shouldbe notedthatthereareup to
four datachannelswhich canbe usedeitherindependenthpr in combination.Datain thesechannelds determined

by

Thelengthof theblock symbols.

Thelengthof the spacebetweerblock symbols.

Thelocationof thetop edgeof the symbols.

Thelocationof the bottomedgeof the symbols.

Eachof theseelementsnustbe quantizedn suchaway thatthe datais preseredthroughthedistortionsof printing
andscanning.The size of the quantizationis determinedby the scanningquality. Table2 givessuggestedalues
for the minimum quantizationincrementdor the four channelswhenusing eitherbinary (1 bpp) or grayscalg4
or 8 bpp) scansat 300 ppi. Whendecodingthe channelshothlengthsandedgepositionsarefound by averaging
over the block. The quantizationof the top andbottomedgescanbe smallerthanthat of the block lengths. This
is becausehe top andbottomedgesare usuallymuchlongerthanthe sideedgesandthe errorin determingedge



Image Type | Block Length | Space Length | Top/Bot Edge | Block Height
binary 3 2 2 2
grayscale 2 2 1 1

Table 2: Minimum gquantization values for channels, for binary and gray scans.

Block Lengths | Space Lengths | Code-rate
(1,4) 1 0.57
(1,4) (1,2) 0.75
(2,5) 1 0.44
(2,5) 1,2) 0.60
(1,8) 1 0.55
(1,8) (1,2) 0.67
(2,9) 1 0.46
(2,9) 1,2) 0.57

Table 3: Typical code rates for different block and space parameters

positionvariesinverselywith the edgelength. To reachtheseminimumvalues the shorterblock symbolsshouldnot
be codedusingthetop andbottomedgeinformation.

We considentwo differentmethodsfor encodingdatain the length of the blocks, and similar techniquesalso
apply for encodingdatain spacedetweerblocks. We referto the unit of lengthquantizatiorasthe message unit,
andthe code rate is the numberof databits thatcanbe encodedy eachmessagéit.

Thefirst method,block-by-blodk, encodesa fixed amountof datain eachblock, regardlessof the lengthof the
block. The dataencodedn eachline will not be constant.Eachblock cantake oneof a setof N differentlengths
(e.g..from 2to 9 units). WhereN is apowerof 2, eachblock candirectly encodeanintegernumberof bits. However,
N neednotbea power of 2. For example,if N = 6, theneachpair of blocks (36 differentstatescanencodes bits,
with 4 illegal stateghatcanbe usedfor errordetection.For randomdata,all block lengthscanbe expectedto occur
with equalfrequeng. Table3 givesthecoderatesfor blocks,for thecasesvhereN =4 (e.9.,Wmin = 2, Wyaz = 5)
andN =8 (e.9.,wmin = 2, wmaez = 9). Thespacesreof width 1 or 2 messagenits,correspondingo theability to
store0 or 1 databits, respectiely. For simplicity, renderingunits of blocksandspacesare of equallength,andthe
coderateis thenthe averagenumberof databits perrenderingunit.

More generally the block and spacesizesare describedby three parameters:a minimum size, a quantized
incrementandthe numberof differentlengthsthatcanbe used. Whenspacesareusedbothto padthe block lines
andto carrydata,anambiguityarisesvhenthelengthsof all the space®naline areequal:it is not possiblefor the
decodeto determinewhich of the databits arerepresentefly the spacesA simpleresolutionof this problemis that
for lineswherethe encodedspacesareall identical, no datais placedin the spaces.(At the encoderthis requires
re-encodingheline).

Thesecondnethodfor encodingdatain blocklengths run-length-limited, is analogous$o RLL encodingusedn
magnetiaecordingwhereconstraintareplacedon the minimumandmaximumnumberof messagéits betweera
transition® Here,we placea constrainton the minimumandmaximumblock lengths.The coderateis constantso



theamountof informationencodedn eachline depend®nly ontheline lengthandis independentf thedata.As
anexample thel,7,2,3,1RLL codehasasingletablefor implementationrequiresa minimumlengthof 1 message
unit, amaximumof 7, andhasa coderateof 2/3, encoding2 databits in each3 messag#its. Including the white
spacebetweerblocks,the actualcoderateis lessthan2/3, andis datadependent.

Fig. 1 shawvs iconsfor atypical setof first pagesof documentsat a reductionof 6x. The encodingmethodis
block-by-block,with 3 bits/blockencodedn theblocklengthandl/bit encodedn eachspaceon lineswheneer not
all spacesrethesamedength. Theiconsarearrangedn orderof increasingstoreddatacapacity in bytes:{79, 144,
149,191,199,207,215,238,314,355,356,380}.

2.4 Encoding datain top and bottom block edges

Whendatais encodedn theverticallocationof thetop andbottomedgechannelstherearetwo situationsto be
distinguisheddependingn the necessityto registerthe edgesn absolutevertical position.

In the specialcasewherethe block heightsdiffer for all possibleencodingsit is sufiicient to measurehe block
heightonly. This hasthe adwvantagethatvertical edgeregistrationis not required,andit makesthe decodingeasier
For example, 1 bit canbe encodedn the block by having a nominalpositionfor a “0” bit, andmoving eitherone
or both edgesin sucha way thatthe block heightchangedor a“1” bit. The measuremermf block heightcanbe
accuratelymadefrom a binary scanwhenthe block is encodedwith 1 pixel differencein heights,for blocksthat
arelongerthanabout8 pixels. Alternatively, word shapecanbe mimicked by usingblocksthatarein oneof three
states eachhaving differentblock height: nominalheight, “ascender’only, and“ascender™+ “descender”.Then
two adjacenblockscanbeusedtogetherto encode3 bits.

Wheredatais encodedn the absoluteposition of the top and bottom edgesof the blocks, it is necessaryo
provide referencemarksfor determiningthesepositions. One methodis to usethe top and bottom edgesof the
first andlastblocksin eachline for registration. Symbolsbetweerthesereferenceganhave their top andbottom
edgesmoved up or down independentlyffrom the referencdine. Alternatively, the first andlast symbolsin each
line canall be of the sameor similar size,to provide line-by-line verificationto the decodesegmenterthatthe line
containsdatasymbols. For example,eachdataline canbegin andendwith a small symbolthathassimilar visual
appearanct asmallword, is easilyidentifiedby the decoderis not atypical shapefor symbolsrepresentinglata,
andcanprovide registrationdatafor theline. However, this hasthe disadantage®f uniform appearanceandis not
typically requiredfor accuratesegmentation.

2.5 Useof multiplechannels

As anexampleof the useof multiple channelsconsiderthefollowing configuration:

e Theblocklengthsvary betweerl and8 units,andthe datis encodedlock-by-block(3 bits).

¢ Thespacehave two differentlengths(l1 bit), exceptfor thefirst spacewvhichis theshortedengthandsetsthe
referencesize. Otherwise the spacesare paddedequallyfor left andright line justification.

e Thetop edgeedgehastwo positions(1 bit), anominal“x-height” andaraisedheight,exceptfor thefirst and
lastblocks.
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Figure 1: Icons with block length and space length encoding, at 6x reduction.



¢ Thebottomedgeedgehastwo positions(1 bit), a nominalbaselineanda loweredheight,exceptfor the first
andlastblocks.

The spacepaddingin eachline is determinedy settingthe minimum spaceandthe constanspacencrement;it is
thendistributed equallyamongall spaces.With theseparametersthe first andlastblocksencode3 bits, all other
blocksencodes bits, andall spacesut thefirst encodel bit. Theaverageblock lengthis 4.5 unitsandthe average
spacds 1.5units,pluspadding.For longlineswith mary blocksandlittle paddingthenetcoderatethusapproaches
anupperlimit of 1 bit permessageinit.

In Fig. 2 we shaw four differentencodingsat 6x reduction,usingthe line-preserving methodbecausef the
irregular text columnsin the original image. In all four icons, 3 bits of dataare encodedin the block length.
Additionally, in the secondcon, 1 bit of datais encodedn eachspace;n the third, 1 bit of datais placedin the
block height;andin thefourth, bothblock heightandspaceareusedto encode bits. Fig. 3 shaws, at 7x reduction,
thethumbnailandfour iconswith the sameencodingsequenceSimilar resultsat 8x and9x reductionaregivenin
Fig. 4 andFig. 5, respecirely.

Figure 2: Icons with different encodings at 6x reduction. From left to right, data is en-
coded in B, BW, BV and BWV, where B = black run lengths, W = white spaces
and V = top and bottom edges of black runs.

Figure 3: Thumbnail and icons with different encodings at 7x reduction.

Table4 givesthe numberof bytesof randomdatathat are storedin eachof theseicons. The amountof data
decreaseapproximatelylinearly with reduction ratherthanasthe squarebecausean attemptis madeto scalethe
block sizesandspacingwith theicon reduction. The linear decreasén densitycomesfrom two factors. First, the
scalingis limited by minimum sizesfor quantizatiorvalues(seeTable2), which reducethe numberof blocksthat
canbe placedon eachline. This numberis further increasedecausehe lines are short, andwith fewer blocks
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Figure 5: Thumbnail and icons with different encodings at 9x reduction.

a proportionatelylarger fraction is taken by white spacepaddingto justify both edgesof eachicon line. With the
parameterased puttingdatain white space®rtheblock heightsaddsabout20- 25 percento thebaselinestoragen
theblocklengthsalone.Block heightwasnot encodednthetwo (of eight)shortesblocks. Whenbothblock height
andspacesreusedto storedata,theincreasds smallerthanthe sumof increasesvheneitherareusedseparately
becausé¢he useof white spacedecreasethe numberof blocks. This effectis morepronouncedor imagessuchas
thoseshavn here,wherethetext linesareshortandwe arejustifying eachoneto theoriginal text line.

2.6 Encoding metadata

In ary encodingsituation,one hasto considerwhat information aboutthe dataor its encodingneedsto be
providedto the decoder Therearethreetypesof suchmetadatainformationaboutthe messagethe encodedlata
streamandtherenderingnto imagedblocks.

Reduction | B | BW | BV | BWV
6X 186 | 227 | 218 | 262
7X 157 | 187 | 190| 209
8x 138 | 165 | 158 | 189
9x 120 | 144 | 144 | 160

Table 4: The number of bytes of random data stored in theiconsin Figs 2 - Fig 5. Data
is encoded in combinations of B (black run lengths), W (white spaces), and V
(black run heights).



Typically, thenumberof bytesin the messagés pre-pendedo the messageThis allows theadditionof random
arbitrarydatato beaddedto themessagsothatit fills theiconictext regions. If themessagés restrictedto strings,
it canbe encodedwith a null terminationbeforethe addedrandomdata,thus avoiding the needfor including the
lengthexplicitly. If the messageanbe arbitrarydigital data, it is advisableto XOR encryptthe messageisinga
32-bit word with roughly equalnumbersof Osand1s. This randomizeshe messagandremovessituationswhere
thereare possiblylong stringsof 0 or 1 bits. The sameword is usedfor decoding,restoringthe messagdo its
original form.

The messagés typically encodedo correcterrorsthat might occurin the decodingprocess.Block encoding,
suchasReed-Solomonis oftenusedwhenthe errorsareexpectedto occurin bursts!? Theerror correctionparam-
etersare eitherknown to the decodera priori, canbe guessedy the decoderby trying differentcombinationspr
areplacedunencoded atthe beginning of the messageln somecasesa smallcyclic-redundang checksum(CRC)
is appendedo the messagé¢o checkthe errorcorrection.The mostseriouserroris lossof synchronizationandthe
only remedyis to limit propagationThis canbedonein somesituationsby usingspecialcodesor layoutconditions
to separat@ncodedlocks.

The decodemustalso have informationabouthow the datais encodednto the four renderingchannels.In-
spectionof the blocks yields easydeterminationof the minimum and maximumblock lengths,the block length
guantizationandwhetheror not the white spaceandedgechannelsarebeingused.Further the specificuseof the
edgechannelsanbeinferredfrom thenumberof differentstateghatareobsered. Theonly problemis determining
if thefirst and/orlastblocksareusedfor line justification,ratherthandata,which requiresa priori informationatthe
decoderThisis anothereasorfor not usingthe blocksfor line justification:thatis the only situationfor whichit is
necessaryo includemetadatan thechannelencoding.

2.7 Distortionsintroduced by scanning

Fig. 6 demonstratethe problemmeasuringolock heightfrom a binary scan. This is a sggmentof icon data
printedat8x reduction.Both the print andscanresolutionsvere300 ppi. Becausef skew on scanningthescanned
andprintedpixels go in andout of vertical alignmentin approximatelyertical bands. The skew anglein radians
is the inverseof the numberof horizontalpixels betweerbands.All blockswereprinted3 pixelsin height. When
vertically aligned,the scannelocks have smoothedgesbut whenout of alignmentthe edgesare noisy andthe
averageheightvariesfrom 3. Becausdahe averageheightcanbelessthan2.5 or greaterthan 3.5, the block height
incrementusedfor codingbinary imagesmustbe greaterthan1, asis givenin Table2. For grayscalescansthe
block heightis easilyresohedto unit pixel increments.

3 Decoding of Iconic Data

Thereis aninterestingperformanceasymmetrybetweenthe encodinganddecodingsggmenters.The encoding
segmenterhasmore variableinput data, but if it missessometext regionsthat would have beenfair candidates
for embeddingdata,the systemdoesnt fail; it just becomedessefficientin datastorage.On the otherhand,the
decodingsggmenteris searchindgor theicon datablocks. Thesearehighly regularimagecomponentandrelatively
easyto locate,but it mustreliably find all of them.

Oneeffective methodfor locatingthe datablocksin theiconis to find the connectedcomponent¢4-connected
is satishctory). Eachcomponents examinedto determindf it hascharacteristicef a possibledatablock. Both the
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Figure 6: Typical binary scan of icon at 8x reduction, showing effect of pixel quantization
and scan skew on horizontal edges. Note the alternating bands of well-formed
and poorly-formed blocks.

lengthandheightmustbe a minimumof 2 pixels. Further the boundingbox for the connectedcomponenimustbe
relatively full with ON pixels. Thepixelsontheboundaryof theboundingbox canbenoisy but averylargefraction
of the pixelsinterior to the boundingrows andcolumnsshouldbe ON. A filteredimageis thenconstructeaf those
connecteccomponentshat satisfythesetests. The selectionthresholdshouldbe setto getall the true blocks,and
this allows a smallnumberof noisecomponentshatmustberemaoved.

As with the encodingsegmenter we usemorphologicaloperationgo help locatethe "text blocks” in theicon.
A combinationof horizontalandvertical closingswill join the datablocks. Long vertical runsof OFF pixels are
identifiedandusedto preventjoining columns.Oncethe "text blocks” areisolated the connecteccomponentgan
beindividually testedfor size,shapeandlocationwithin regulardatalines. In this way, the blocksareorderedand
noiseis removed.

All the datablocks are next measuredo determinethe location of their edges. For example,to measurghe
vertical location of the top edge,the top pixels are locatedexclusive of thoseat the left and right edgesof the
boundingbox. Fromthe measurements histogramof block andspacesizesis constructedor each”text block”,
andthetypeof quantizationnumberof levels,andbestsizesfor eachquantizatiorlevel aredetermined.

Using thesequantizationlevels, the datais thenextractedfrom eachdatablock. Any dataneara quantization
boundaryis flaggedasuncertainandcanbehandledby erasurein theerrorcorrectionencoding.After decodinghe
messagand XORing with the sameword usedfor encryption,the CRCis inspectedo determinghatthe message
wascorrectlydecoded.

4 Applications

We briefly considerthreeapplicationseachof which makesspecialuseof theiconic form. Thefirst andmost
ohvious applicationis similar to that of Peairswherethe papericon representshe actualdocumentg.g.,through
encodinghe URL. If asingleiconis printedon a page theelectronicdocumentanbeautomaticallyselectedvhen
the pageis scannedlf a pagecontainsmorethanoneicon,a meansnustbe provided for the userto indicateto the
systemwhichiconis to beselected.

The secondsetof applicationsis to print anicon on every pageof a document,containingmeta-information
referring to eitherthe documentor the specificpage. For the former, the icon can hold the documentversion,



revision history authorizationpr keywords.

Theicon canalsobe usedfor authenticationpy insertinga digitally-signedhashcode, possiblyincluding the
sendess publickey. Thehashfunctioncanbedervedfromthetext if theelectronidorm of thedocuments available.
However, evenif only a scannedmageis available,a hashcodecanbe derived from it by a methodsimilar to that
usedby O’GormanandRabinwitch for photographiémages.’ Thatmethodrequiredividing theimageinto N x N
pixel squaresandderiving a numberfor eachsquarethatdepend®n the relative averagegray valuesbetweerthat
squareandits neighbors.The relative value mustbe usedbecausealthoughabsolutegray valuescan changedue
to printing, copying andscanningthe relative valuestendto be morestable.For text, it is moreappropriatdo use
text-like features suchasthe numberof edgepixels at variousorientationsratherthanphotographideaturessuch
asaveragegray values. Thesetext-like featurestendto be stablewhencopying andscanningsoit is possibleto
developfrom themanumberfor eachsquarehatdepend®nthefeaturevaluesin thatsquare Fromtheseext-based
featuresthe hashcodefor theimagecanbe developed. Wherethereis a mixture of imageandtext onthe page,a
sgmentercanbeusedto determinavhichfeatureqor none)shouldbeusedfor eachgrid. Onespecialfeatureof the
iconsis thatthey don't even require a a hashing function on the image, becauseheicon itself hastheapproximatg
appearancef the page. The signaturecan encodea known text (to verify authorship)anda personcanvisually
inspectthe pageandtheiconto verify thatthey aresimilar.

A third applicationis to provide informationthat would enhancehe performanceof a characterecognition
system.If the original documenis in electronicform, thenthe actualtext is known at the time the iconic imageis
constructedLoprestiand Sandbeay describeca methodfor generatingerrorcorrectiondatathatis speciallysuited
for text..? For eachline of text, they generatea decimatedstring consistingof one bit for eachcharactgrplus a
hashstringfor errordetection.This requiresabout20 perceniof the full asciitext, whichis too muchfor theiconic
encodingdescribedhere. However, we are ableto storeiconic datathat containsinformation aboutthe number
of wordsin aline or the numberof charactersn eachword. Furthey by encodingthe datain eachiconic line to
correspond with a text line in the original image, we canregisterthe dataexplicitly with the sourcetext. Theword
lengthinformationcando morethanidentify recognitionerrors.Many errorsaredueto meigedcharactersandthe
apriori informationaboutthe numberof characterin aword canhelpduringrecognition.Word lengthinformation
canalsobeusedto reducethe numberof split or joinedwords. Thesemethodscanbeusedevenif theoriginalimage
is notin electronicform, becaus¢heimagecanbescannedthighresolutionin grayscalgo provide avery accurate
measuremertdf thetext propertiesThis data,whenencodedn theicon, is thenusedto improve OCRderivedfrom
medium-resolutioinaryscans.

5 Summary

Arbitrary digital datacanbe embeddednhconspicuouslyn aniconic representationf atext image.Themethod
describedthereencodeshemessaginto theshapeandlocationof rectangulablocksthatgive thevisualappearance
of text at high reduction. For mediumresolutionprintersand binary scannersmore than 100 bytesof datacan
reliably be encodedbn anicon of a typical pageimage. The actualdensityis about250 bytes/irf on a 6x reduced
image and 350 bytes/if on a 8x reducedimage. With grayscalescannersthe quantizationparametersan be
reducedallowing about50 percentmoredatato bestored.

Theability to embedarbitrarydataenablesa numberof documenimagingapplicationghatlink the paperand
electronicworlds. The machine-readabldatacanreferto the location of the electronicdocumentor to metadata
relatingto it, to the specificpaperdocumentarryingtheicon, or to electronicdatain thedocumenttself. Examples
in the first casearethe URL, versionandkeywords;in the secondcaseprinting, authorizationand authentication



information;andin thethird casekey numericaldata,thelocationanddescriptionof key componentsuchassection
headingsandelectronicbackings(e.g.,spreadsheetspr tables,andinformationaboutthe text thatwould improve
OCR.

[1]

[2]

[3]

[4]

[5]

[6]

[7]
[8]

[9]

6 REFERENCES
D. S. Bloombeg, “Multiresolution morphologicalanalysisof documentimages, SPIE Conf. 1818, Visual
Communications and Image Processing ' 92, pp.648-662 Boston,MA, Nov 18-20,1992.

D. S.Bloombeg, G. E. KopecandL. Dasari,"Measuringdocumenimageskew andorientatiort, SPIE Conf.
2422, Document Recognition |1, pp.302-316,SanJose CA, Feb6-7,1995.

D. S.Bloombeg andF. R. Chen,“Extraction of text-relatedfeaturesor condensingmagedocuments, SPIE
Conf. 2660, Document Recognition |11, pp.72-88,SanJose CA, Jan29-30,1996.

D. S. Bloombep, “Binary image processingfor decodingself-clocking glyph shapedcodes, U.S. Patent
5,168,147Dec.1,1992.

J. Brassil, S. Low, N. Maxemchukand L. O’Gorman, “Electronic marking and identificationtechniquego
discouragedocumentcopying,” |EEE Journal on Selected Areas in Communications, vol. 13(8), pp. 1495-
1504,0ctoberl995.

D. S. DoermanandR. Furuta,“Image basedtypographicanalysisof documents, ICDAR ’93, pp. 769-773,
TsukubaJapanQct.20-22,1993.

“pstotext,” http://www.research.digital.co/SRC/virtialpape/pstaext.html.

P. A. Franaszek,Sequence-statmethodsfor run-length-limitedcoding; IBM J. Res. Dev. 14, pp. 376-383,
July 1970.

D. P. LoprestiandJ.S. Sandbey, “Certifiableopticalcharacterecognitiori, ICDAR’ 93, pp.432-435,Tsukuba,
Japan{Qct.20-22,1993.

[10] L. O’Gormanandl. Rabinwitch, “Photo-imageauthenticatiorby patternrecognitionandcryptography Int.

Conf. Pattern Recog. ' 96, pp. 949-953 Vienna,Aug. 25-29,1996.

[11] M. Peairs,‘Iconic papef’ ICDAR’95, pp.1174-1179Montreal,QuebecAug. 14-16,1995.

[12] W. W. PetersorandE. J. Weldon,Error Correcting Codes, 2nded,Ch.5, MIT PressCambridgeMA, 1972.

[13] G.A. Story L. O'Gorman,D. Fox, L. L. SchapeandH. V. Jagadish;The Right-Pagesmage-basedlectronic

library for alertingandbrowsing; Computer, pp.17-26,Sept.1992.



