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ABSTRACT

A systemhasbeenbuilt that embedsarbitrary digital data in an iconic representationof a text image. For
encoding,a pageimagecontainingtext is analyzedfor the text regions. A highly reducedimageof the pageis
generated,with aniconic versionof thetext thatencodesaninput datastreamsubstitutingfor thetext regions.The
datais encodedinto modulationsof rectangulariconic representationsof text words,wherethe length,heightand
vertical positioningof rectangles,aswell asthe spacingbetweenrectangles,canall be independentlyvaried. No
correspondenceneedbe maintainedbetweenthewordsin the documentandtheword icons. Word iconsor other
markson eachline canbeusedfor identifying,calibratingandjustifying iconic text. Decodingproceedsby finding
iconic linesanddeterminingtheiconic word sizesandlocations.Word iconsprintedwith 8x reductionarereliably
decodedfrom 300ppi binaryscans.

One applicationis to presenticonified first pagesof many documentson a sheetof paper, wherethe URL
of eachdocumentis encodedin its icon. Icon scanningandselectionthenallows retrieval of the full document.
Anotheruseis to print anicononeverypageof adocument,containingmeta-informationaboutthedocumentor the
specificpage,suchastheversion,revision history, keywords,authorization,or a signedhashingof the full image
for authentication.

Keywords: embeddeddigital data,iconic,watermarking,imagesegmentation,documentimaging,pagesegmenta-
tion, imagereduction

1 Introduction

With theeaseof electronicprintinghascomeaproliferationof paperdocumentsthatcoexist with electronicver-
sions.Additionally, therearelegacy andotherpaperdocumentsfor which theelectronicversionsarenot available.
Documentstorageandretrieval systemsput variousrequirementson theability to interconvert betweenpaperand
electronicforms.For example,for somesystemsit is usefulto placemachine-readabledataontheprinteddocument
thatrefersto oneor moreelectronicversions.

Machine-readabledatacanbeplaceddirectlyonadocumentin avarietyof ways,whichcanbeclassifiedby their
degreeof visibility. Barcodes,either1D or 2D, arevisible on inspectionasmachine-readabledata.Watermarksare
at theotherendof thespectrum;thedatais hiddenwithin theelementsof thedocumentthatwouldappearvirtually
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thesamein its absence.Watermarksareparticularlydifficult to placeon printedtext. Brassilet al. showed thata
smallamountof datacouldbehiddenin printedtext usingeithersmalldisplacementsin theverticallocationsof text
linesor in thehorizontallocationsof text wordswithin eachline.

�
In betweentheseextremes,datacanbe placed

within a specialgraphicelementin sucha way that it is not obvious on casualinspection.An exampleis Xerox
DataGlyphs,

�
which have the appearanceof a uniformly stippledregion, particularly when the marks(typically

ellipsesorientedat
�������
	��

) areseparatedby lessthan0.020inches.Thepurposeof thispaperis to presentanother
exampleof inconspicuousdataembeddedin a graphicelement,wherethegraphicelementmayhave anadditional
recognitionfunctionfor theobserver.

Thumbnailreductionsof pageimageshavebeenusedin bitmapdisplays,to allow selectionbasedonourability
to identify differentdocuments(or classesof documents)by inspection.�� Peairshasdescribedthe useof “paper
icons”for allowing amachinetodistinguishbetweenreducedimages(thumbnails) of printedpages,sothataselected
thumbnailcould be usedto refer unambiguouslyto its originating document.� He choseto producean iconic
representationof thepageby replacingthetext of eachthumbnailby asequenceof tiny blackrectangles,whereeach
rectanglecorrespondedto a characterin theoriginal image. This icon accuratelypreserved theappearanceof the
full resolutionimage,andthenumberof charactersin eachword couldbedeterminedfrom a high resolutionscan
of theicon. Thisstringof numbersis asignaturethatcanbemappedinto anindex in adatabaseof documents.

Theiconic representationusedby Peairsbearsa closerresemblenceto thethumbnailsfrom which it is derived
thanis requiredfor visual identificationof thepage.Themostsignificantvisualcluesarederived from theoverall
layout,embeddedfiguresandline-art, andlarge text. However, at a scanresolutionof about40 ppi, text in 14 pt
font is not readablewhenprintedatabout8x reductionona300ppi printer. Consequently, weareat liberty to make
largerchangesin thesmalltext regionsof theicon,andwedo this for two purposes:to embedarbitrary digital data
in thetext regionsandto enablereliablereadbackof thisdatafrom mediumresolution(e.g.,300ppi) binaryscans.

The appearanceof an iconic imageis relatively unchangedif, in the regions of small text (say, lessthan14
pt), thepixelscorrespondingto eachtext word arereplacedby a solid rectanglethatfills theboundingbox for that
word. We refer to this substitutionas“word greeking”. In orderto embedarbitrarydigital datawithin thesetext
icon regions,we proposeto furtheralter the iconic imagein a numberof waysthatpreserve thevisualappearance
of greekedtext. Namely, we usegreekedrectanglesof variouslocationsandshapeswithin eachiconic text line that
arechosenspecificallyto encodearbitrarydigital data.

Thedatawithin theiconswill bereferredto asblocks. Althoughtheshapesof theblocksroughlyapproximate
thedistribution of word sizesthatwould appearat the thumbnailresolution,no attempt is made to correlate block
shapes with word sizes occurring at the same location in the thumbnail.

Beforeproceeding,we stepbackandconsidericonic representationsof documentsmoregenerally, distinguish-
ing betweentwo different types: quasi representationsandstylistic representations.Quasiiconic representations,
suchasthosegeneratedby Peairs,presentsufficient similarity to thethumbnailto make themvisually recognizable
asastand-infor it. Stylistic iconic representationsaresimilar to iconsappearingongraphicaluserinterfaces,in that
they representaclass of documents,andthey maycontainreadabletext to distinguishbetweenmembersof theclass.
For example,astylistic representationmayhave thetitle in a font largeenoughto read,underwhich thedigital data
is written usinglines of word-shapedblocks,asdiscussedabove. In the following we consideronly quasiiconic
representations.

Therearemany applicationsin which techniquesfor embeddingarbitraryinformationunobtrusively within an
imagecanbecombinedwith theuseof an iconic imagerepresentation,in orderto bothencodeusefulinformation
in an indiscerniblemannerandto make useof humanpattern-matchingabilities. For example,the iconic image
is a usefulmechanismfor inconspicuouslyembeddingdigital informationin imagesin any applicationwherethe



presenceof aniconic imageis providedasasurrogatefor a full-sizedversionof animage.ThusPeairs’application
canbe implementedby placingthe URL of the documentwithin the icon, eliminatingthe needfor a databaseof
word-lengthsignaturesfor eachdocument.Thisandotherapplicationsaredescribedin Sec.4.

1.1 Plan of the paper

Two processes,encodinganddecoding,aredescribedin Sec.2 andSec.3, respectively. Theencodingprocess
requiressegmentationto locatethe regionsof normalsizedtext that will be replacedby datablocks in the icon.
The mappingfrom datato blocksmustbe donein sucha way that it mimics the appearanceof text words,and
several methodsaredescribedthat obey this constraint. The decodingprocessalsobegins with segmentationto
locatethe blockswithin the icon. This is followed by measurementson the blocksto determinefirst the method
usedfor encodingthemessagein theblocks.Thenthemeasuredparametersof theblocksareusedto reconstructthe
message.This is followedin Sec.4 by examplesof documentimagingapplicationsthatareenabledby iconicdata.

2 Encoding of Iconic Data

To encodean arbitrarymessagewithin an iconic imageof a page,the regions of median-sizedtext mustbe
locatedandorderedin somearbitrarybut non-ambiguousway. Thedigital datamaybe alteredin severalwaysto
allow recovery and improve the appearanceof the icon. A methodis thenchosento mapthe messageinto data
blocksarrangedwithin thetext partsof theicon.

2.1 Image Segmentation in Encoding

If an electronicrepresentationof the document(other thana rasterimage)is available, segmentationcanbe
performedeitherdirectly on thatrepresentation,or on a rasterimagegeneratedfrom it. For theformer, generically
usefulsegmenterswouldoperateoneitherahigh-level markuplanguage(e.g.,SGML) or ononeof thecommonand
powerful pagedescriptionlanguagerepresentationsof theresultingimage,suchasPDFor PostScript.Doermanand
FurutadescribedapagesegmenterusingTeX’sDVI format.� A PostScriptandPDL parserthatextractsASCII text,
pstotext, is publicly availablefrom DEC� in their Virtual Paperproject.Themostgenericsegmenterworksdirectly
from therasterimage,andthatis thetypeusedhere.

Theencodersegmentationoperationsthatarerequiredform a subsetof the layoutanalysisusedfor document
imagesummarization,� with somechangesin thetextblocksieving andordering.Themajoroperationsrequiredare
(1) imagedeskew, � (2) identificationandremoval of halftoneimages, (3) identificationof regionsthat consistof
text blocks,(4) selectionof text blockswith fontsin aprescribedrangeof sizes,and(5) orderingthetext blocks.In
theprocess,thefont sizeandinterlinespacingis measuredfor eachselectedtext block.

In step(4), we first measuretheaverageinter-line spacingandthefont size,andtestagainsta criterionthat the
text is not readablewhenprintedout at 8x reduction.This criterion is that the font is smallerthanapproximately
14 pt. Thetext blockswith predominantfont sizeandinter-line spacings,andwith a minimumof 3 text lines,are
selected.In step(5) thetext blocksareorderedin strict column-majororder, ratherthanrow-majororder, to reduce
ambiguity. Subsetsaregroupedinto “columns” thatall mutuallyoverlapin thehorizontaldirection. A block that
actsasa horizontalbridgebetweenblockswith no horizontaloverlapis assignedto the left-mostcolumn. Within



size x-height max vert extension char width inter-line
10 pt 3 5.5 2.5 7
12 pt 4 7 3 9

Table 1: The approximate size, in pixels at 7x reduction and 300 ppi, of font-related
quantities for Times Roman: x-height, maximum vertical extension including
ascenders and descenders, average character width and inter-line spacing.

eachcolumn,blocksareorderedvertically from top to bottom,andthenthecolumnsareorderedfrom left to right.

If the blocks are to be laid out over eachtext line, the appearanceof the paragraphswill automaticallybe
maintained.With a morefree-formlayout, it may be desiredto replicatein the icon the type of paragraphlayout
thatappearsin theoriginal. A simpleheuristicis usedto determinetheparagraphlayoutmethod.In eachtext block,
checkthe locationof the beginning andendingof eachtext line, relative to the lines above andbelow andto the
left andright edgesof thetext blocks. It is easyto determineif mostof theright edgesarealigned(justified). For
short lines that arenot right justified, if the following line is indentedthe paragraphformattingis likely to be by
indentation.Otherwise,if thefollowing line followsata largerverticalspacingtheparagraphformattingis probably
indicatedby extraverticalapace.

2.2 Layout of Iconic Data

Thekey requirementsof iconicdataencodingarethat(1) thedataregionsin theiconhave thevisualappearance
of words,(2) thedatahasa characteristicappearancethatallows thedecodersegmenterto find it reliably, and(3)
thedataitself is quantizedsothatit canbereliably decodedfrom a300ppi scanof a300ppi laserprinter.

The encodersegmenterfinds the approximatecharacterheightsand line spacingswithin textblocks that are
chosenfor embeddingdata.Text acceptablefor iconic replacementatapproximately7x reductionhasfont sizesnot
greaterthan14pt, andline spacingup to about28 pt. Thedecodersegmenter’s ability to groupseparatelinesinto a
“text block” placestheupperlimit on line spacing.Table1 givesapproximatesizes,in pixels,of 10and12pt Times
Romantext at43 ppi (of theoriginal image),correspondingto about7x reductionona300ppi scan.

The variousblock sizesand line spacingsin the icon shouldbe chosento give an appearancesimilar to the
text in the thumbnail. The actualtext may be both left andright justified, andmay delineateparagraphsby first
line indentationor extra inter-line spacing. The degreeto which suchdetailsareemulatedin the icon blocks is
application-dependent. Right justification may not be necessaryvisually, but it is relatively easyto achieve by
severalmethods,ata costof somelossin ability to encodedata:

� Usethewhite spacebetweentheblocks.

� Usethefirst or lastblock to justify thelines,anddo notencodedatain its length.

� Use variablelengthmarker blocks at oneor both endsof eachline to provide both right justification and
verticalalignment(SeeSec.2.4).



Of thesethree,theuseof white spacefor justificationis generallythemostsatisfactory, bothvisually andin data-
carryingcapacity, andthis methodwill be illustratedhere.If emulationof paragraphlocations,with or without the
paragraphdelineationmethodusedin theoriginal, is not required,thenthe locationof paragraphsandtheir visual
representationmaybechosenfor simplicity andreliability of decoding.

Two differentmethodsof formattingtheblockshave beenused.In the line-preserving method,theappearance
of the original text formattingis maintainedwith respectto line locationandline length. Only the lengthsof the
blockswithin theline differ from theoriginalwords.Thismethodworksfor all textblocks,andis requiredwhenthe
text is not well block-structured,aswhenit fills aroundanirregularobject(see,e.g.,Fig. 1). In the free-formatting
method,no attemptis madeto conformto line lengthsor locations.The inter-line spacingof theoriginal text can
be usedasa guidein choosingthenumberof datablock lines, but this is not necessary. Paragraphdelineationis
arbitrary.

Theencodingmethodscanbechoseneitherstaticallyor dynamically. Differentencodingmethodshavedifferent
appearances,andsomemaybechosenin advancebecausethey arepreferablefor anapplication.Theencodercan
also choosethe methoddynamically, dependingon the font size and line spacingused. For example, if when
encodingwith the line-preserving format,thereis morelatitudeto vary theblock heightfor larger text fonts. Thus,
14pt fontsmaybeencodedwith threedifferentheights,11pt and12pt with two, and10pt or smallerwith uniform
block height. Thechoiceshouldbe doneat thegranularityof the text block, andequalsizedfonts shouldusethe
sameencodingmethods,sothatthedecodercanunambiguouslydeterminetheencodingmethodfor eachtext block.

Whenthe blocksareformattedusing line-preserving, or to simulateparagraphs,short lines will occur. If the
first or last block is not usedfor line justification,thenwe usethe rule that datais alwaysstoredon a line, even
oneconsistingof a singleblock. In this case,sincethe lengthof the block is determinedby the dataandnot the
sizeof theoriginal line, theremaybesomediscrepancy betweenthetwo sizes,evenwhenusingthe line-preserving
method.

2.3 Encoding data in block and space lengths

Thereareseveral methodsfor encodingdatain thesymbollines. First, it shouldbe notedthat thereareup to
four datachannels,whichcanbeusedeitherindependentlyor in combination.Datain thesechannelsis determined
by

� Thelengthof theblocksymbols.

� Thelengthof thespacebetweenblock symbols.

� Thelocationof thetopedgeof thesymbols.

� Thelocationof thebottomedgeof thesymbols.

Eachof theseelementsmustbequantizedin suchawaythatthedatais preservedthroughthedistortionsof printing
andscanning.The sizeof thequantizationis determinedby the scanningquality. Table2 givessuggestedvalues
for the minimum quantizationincrementsfor the four channels,whenusingeitherbinary (1 bpp) or grayscale(4
or 8 bpp) scansat 300ppi. Whendecodingthechannels,both lengthsandedgepositionsarefoundby averaging
over the block. The quantizationof the top andbottomedgescanbe smallerthanthat of theblock lengths.This
is becausethe top andbottomedgesareusuallymuchlongerthanthesideedges,andtheerror in determingedge



Image Type Block Length Space Length Top/Bot Edge Block Height
binary 3 2 2 2

grayscale 2 2 1 1

Table 2: Minimum quantization values for channels, for binary and gray scans.

Block Lengths Space Lengths Code-rate
(1,4) 1 0.57
(1,4) (1,2) 0.75
(2,5) 1 0.44
(2,5) (1,2) 0.60
(1,8) 1 0.55
(1,8) (1,2) 0.67
(2,9) 1 0.46
(2,9) (1,2) 0.57

Table 3: Typical code rates for different block and space parameters

positionvariesinverselywith theedgelength.To reachtheseminimumvalues,theshorterblocksymbolsshouldnot
becodedusingthetopandbottomedgeinformation.

We considertwo differentmethodsfor encodingdatain the lengthof the blocks,andsimilar techniquesalso
apply for encodingdatain spacesbetweenblocks. We refer to theunit of lengthquantizationasthemessage unit,
andthecode rate is thenumberof databits thatcanbeencodedby eachmessagebit.

Thefirst method,block-by-block, encodesa fixedamountof datain eachblock, regardlessof the lengthof the
block. Thedataencodedon eachline will not beconstant.Eachblock cantake oneof a setof N differentlengths
(e.g.,from 2 to 9 units).WhereN is apowerof 2,eachblockcandirectlyencodeanintegernumberof bits. However,
N neednot bea power of 2. For example,if N = 6, theneachpair of blocks(36 differentstates)canencode5 bits,
with 4 illegalstatesthatcanbeusedfor errordetection.For randomdata,all block lengthscanbeexpectedto occur
with equalfrequency. Table3 givesthecoderatesfor blocks,for thecaseswhereN = 4 (e.g., �����������! ����#"%$�� �

)
andN = 8 (e.g., ���#�&�'�(�! ����#")$*�(+ ). Thespacesareof width 1 or 2 messageunits,correspondingto theability to
store0 or 1 databits, respectively. For simplicity, renderingunitsof blocksandspacesareof equallength,andthe
coderateis thentheaveragenumberof databitsperrenderingunit.

More generally, the block and spacesizesare describedby threeparameters:a minimum size, a quantized
increment,andthenumberof differentlengthsthatcanbeused.Whenspacesareusedbothto padtheblock lines
andto carrydata,anambiguityariseswhenthelengthsof all thespacesona line areequal:it is notpossiblefor the
decoderto determinewhichof thedatabitsarerepresentedby thespaces.A simpleresolutionof thisproblemis that
for lines wheretheencodedspacesareall identical,no datais placedin thespaces.(At theencoder, this requires
re-encodingtheline).

Thesecondmethodfor encodingdatain blocklengths,run-length-limited, is analogousto RLL encodingusedin
magneticrecording,whereconstraintsareplacedontheminimumandmaximumnumberof messagebitsbetweena
transition., Here,we placea constrainton theminimumandmaximumblock lengths.Thecoderateis constant,so



theamountof informationencodedon eachline dependsonly on theline lengthandis independentof thedata.As
anexample,the1,7,2,3,1RLL codehasasingletablefor implementation,requiresaminimumlengthof 1 message
unit, a maximumof 7, andhasa coderateof 2/3, encoding2 databits in each3 messagebits. Includingthewhite
spacebetweenblocks,theactualcoderateis lessthan2/3,andis datadependent.

Fig. 1 shows iconsfor a typical setof first pagesof documents,at a reductionof 6x. Theencodingmethodis
block-by-block,with 3 bits/blockencodedin theblock lengthand1/bit encodedin eachspaceon lineswhenevernot
all spacesarethesamelength.Theiconsarearrangedin orderof increasingstoreddatacapacity, in bytes: - 79,144,
149,191,199,207,215,238,314,355,356,380. .

2.4 Encoding data in top and bottom block edges

Whendatais encodedin theverticallocationof thetopandbottomedgechannels,therearetwo situationsto be
distinguished,dependingon thenecessityto registertheedgesin absoluteverticalposition.

In thespecialcasewheretheblock heightsdiffer for all possibleencodings,it is sufficient to measuretheblock
heightonly. This hastheadvantagethatverticaledgeregistrationis not required,andit makesthedecodingeasier.
For example,1 bit canbeencodedin theblock by having a nominalpositionfor a “0” bit, andmoving eitherone
or both edgesin sucha way that theblock heightchangesfor a “1” bit. Themeasurementof block heightcanbe
accuratelymadefrom a binary scanwhenthe block is encodedwith 1 pixel differencein heights,for blocksthat
arelongerthanabout8 pixels. Alternatively, word shapecanbemimickedby usingblocksthatarein oneof three
states,eachhaving differentblock height: nominalheight,“ascender”only, and“ascender”+ “descender”.Then
two adjacentblockscanbeusedtogetherto encode3 bits.

Wheredatais encodedin the absolutepositionof the top andbottomedgesof the blocks, it is necessaryto
provide referencemarksfor determiningthesepositions. Onemethodis to usethe top andbottomedgesof the
first andlastblocksin eachline for registration. Symbolsbetweenthesereferencescanhave their top andbottom
edgesmoved up or down independentlyfrom the referenceline. Alternatively, the first andlast symbolsin each
line canall beof thesameor similar size,to provide line-by-lineverificationto thedecodesegmenterthat the line
containsdatasymbols.For example,eachdataline canbegin andendwith a small symbolthathassimilar visual
appearanceto a smallword, is easilyidentifiedby thedecoder, is not a typical shapefor symbolsrepresentingdata,
andcanprovide registrationdatafor theline. However, thishasthedisadvantagesof uniformappearance,andis not
typically requiredfor accuratesegmentation.

2.5 Use of multiple channels

As anexampleof theuseof multiple channels,considerthefollowing configuration:

� Theblock lengthsvary between1 and8 units,andthedatis encodedblock-by-block(3 bits).

� Thespaceshave two differentlengths(1 bit), exceptfor thefirst spacewhich is theshorterlengthandsetsthe
referencesize.Otherwise,thespacesarepaddedequallyfor left andright line justification.

� Thetop edgeedgehastwo positions(1 bit), a nominal“x-height” anda raisedheight,exceptfor thefirst and
lastblocks.



Figure 1: Icons with block length and space length encoding, at 6x reduction.



� Thebottomedgeedgehastwo positions(1 bit), a nominalbaselineanda loweredheight,exceptfor thefirst
andlastblocks.

Thespacepaddingin eachline is determinedby settingtheminimumspaceandtheconstantspaceincrement;it is
thendistributedequallyamongall spaces.With theseparameters,thefirst andlastblocksencode3 bits, all other
blocksencode5 bits,andall spacesbut thefirst encode1 bit. Theaverageblock lengthis 4.5unitsandtheaverage
spaceis 1.5units,pluspadding.For longlineswith many blocksandlittle padding,thenetcoderatethusapproaches
anupperlimit of 1 bit permessageunit.

In Fig. 2 we show four differentencodingsat 6x reduction,usingthe line-preserving methodbecauseof the
irregular text columnsin the original image. In all four icons, 3 bits of dataare encodedin the block length.
Additionally, in the secondicon, 1 bit of datais encodedin eachspace;in the third, 1 bit of datais placedin the
blockheight;andin thefourth,bothblockheightandspaceareusedto encode2 bits. Fig. 3 shows,at7x reduction,
thethumbnailandfour iconswith thesameencodingsequence.Similar resultsat 8x and9x reductionaregivenin
Fig. 4 andFig. 5, respectively.

Figure 2: Icons with different encodings at 6x reduction. From left to right, data is en-
coded in B, BW, BV and BWV, where B = black run lengths, W = white spaces
and V = top and bottom edges of black runs.

Figure 3: Thumbnail and icons with different encodings at 7x reduction.

Table4 givesthe numberof bytesof randomdatathat arestoredin eachof theseicons. The amountof data
decreasesapproximatelylinearly with reduction,ratherthanasthesquare,becauseanattemptis madeto scalethe
block sizesandspacingwith the icon reduction.The lineardecreasein densitycomesfrom two factors.First, the
scalingis limited by minimumsizesfor quantizationvalues(seeTable2), which reducethenumberof blocksthat
canbe placedon eachline. This numberis further increasedbecausethe lines areshort,andwith fewer blocks



Figure 4: Thumbnail and icons with different encodings at 8x reduction.

Figure 5: Thumbnail and icons with different encodings at 9x reduction.

a proportionatelylarger fraction is taken by white spacepaddingto justify both edgesof eachicon line. With the
parametersused,puttingdatain whitespacesor theblockheightsaddsabout20- 25percentto thebaselinestoragein
theblock lengthsalone.Block heightwasnotencodedonthetwo (of eight)shortestblocks.Whenbothblockheight
andspacesareusedto storedata,the increaseis smallerthanthesumof increaseswheneitherareusedseparately
becausetheuseof white spacedecreasesthenumberof blocks.This effect is morepronouncedfor imagessuchas
thoseshown here,wherethetext linesareshortandwe arejustifying eachoneto theoriginal text line.

2.6 Encoding metadata

In any encodingsituation,one hasto considerwhat information about the dataor its encodingneedsto be
provided to thedecoder. Therearethreetypesof suchmetadata:informationaboutthemessage,theencodeddata
stream,andtherenderinginto imagedblocks.

Reduction B B,W B,V B,W,V
6x 186 227 218 262
7x 157 187 190 209
8x 138 165 158 189
9x 120 144 144 160

Table 4: The number of bytes of random data stored in the icons in Figs 2 - Fig 5. Data
is encoded in combinations of B (black run lengths), W (white spaces), and V
(black run heights).



Typically, thenumberof bytesin themessageis pre-pendedto themessage.This allows theadditionof random
arbitrarydatato beaddedto themessagesothatit fills theiconic text regions.If themessageis restrictedto strings,
it canbe encodedwith a null terminationbeforethe addedrandomdata,thusavoiding the needfor including the
lengthexplicitly. If the messagecanbe arbitrarydigital data,it is advisableto XOR encryptthemessageusinga
32-bit word with roughlyequalnumbersof 0sand1s. This randomizesthemessageandremovessituationswhere
therearepossiblylong stringsof 0 or 1 bits. The sameword is usedfor decoding,restoringthe messageto its
original form.

Themessageis typically encodedto correcterrorsthatmight occurin thedecodingprocess.Block encoding,
suchasReed-Solomon,is oftenusedwhentheerrorsareexpectedto occurin bursts. � Theerrorcorrectionparam-
etersareeitherknown to thedecodera priori, canbeguessedby thedecoderby trying differentcombinations,or
areplacedunencoded at thebeginningof themessage.In somecases,a smallcyclic-redundancy checksum(CRC)
is appendedto themessageto checktheerrorcorrection.Themostseriouserroris lossof synchronization,andthe
only remedyis to limit propagation.Thiscanbedonein somesituationsby usingspecialcodesor layoutconditions
to separateencodedblocks.

The decodermustalsohave informationabouthow the datais encodedinto the four renderingchannels.In-
spectionof the blocksyields easydeterminationof the minimum andmaximumblock lengths,the block length
quantization,andwhetheror not thewhite spaceandedgechannelsarebeingused.Further, thespecificuseof the
edgechannelscanbeinferredfrom thenumberof differentstatesthatareobserved.Theonly problemis determining
if thefirst and/orlastblocksareusedfor line justification,ratherthandata,whichrequiresapriori informationat the
decoder. This is anotherreasonfor notusingtheblocksfor line justification:thatis theonly situationfor which it is
necessaryto includemetadataon thechannelencoding.

2.7 Distortions introduced by scanning

Fig. 6 demonstratesthe problemmeasuringblock height from a binary scan. This is a segmentof icon data
printedat8x reduction.Both theprint andscanresolutionswere300ppi. Becauseof skew onscanning,thescanned
andprintedpixels go in andout of vertical alignmentin approximatelyvertical bands.Theskew anglein radians
is the inverseof thenumberof horizontalpixelsbetweenbands.All blockswereprinted3 pixels in height. When
vertically aligned,the scannedblockshave smoothedges,but whenout of alignmentthe edgesarenoisy andthe
averageheightvariesfrom 3. Becausetheaverageheightcanbe lessthan2.5 or greaterthan3.5, theblock height
incrementusedfor codingbinary imagesmustbe greaterthan1, as is given in Table2. For grayscalescans,the
block heightis easilyresolvedto unit pixel increments.

3 Decoding of Iconic Data

Thereis aninterestingperformanceasymmetrybetweentheencodinganddecodingsegmenters.Theencoding
segmenterhasmore variableinput data,but if it missessometext regions that would have beenfair candidates
for embeddingdata,the systemdoesn’t fail; it just becomeslessefficient in datastorage.On the otherhand,the
decodingsegmenteris searchingfor theicondatablocks.Thesearehighly regularimagecomponentsandrelatively
easyto locate,but it mustreliably find all of them.

Oneeffective methodfor locatingthedatablocksin theicon is to find theconnectedcomponents(4-connected
is satisfactory).Eachcomponentis examinedto determineif it hascharacteristicsof apossibledatablock. Both the



Figure 6: Typical binary scan of icon at 8x reduction, showing effect of pixel quantization
and scan skew on horizontal edges. Note the alternating bands of well-formed
and poorly-formed blocks.

lengthandheightmustbea minimumof 2 pixels. Further, theboundingbox for theconnectedcomponentmustbe
relatively full with ON pixels.Thepixelsontheboundaryof theboundingboxcanbenoisy, but avery largefraction
of thepixelsinterior to theboundingrows andcolumnsshouldbeON. A filteredimageis thenconstructedof those
connectedcomponentsthatsatisfythesetests.Theselectionthresholdshouldbesetto getall the trueblocks,and
thisallows asmallnumberof noisecomponentsthatmustberemoved.

As with theencodingsegmenter, we usemorphologicaloperationsto help locatethe ”text blocks” in the icon.
A combinationof horizontalandvertical closingswill join the datablocks. Long vertical runsof OFF pixels are
identifiedandusedto prevent joining columns.Oncethe”text blocks” areisolated,theconnectedcomponentscan
beindividually testedfor size,shape,andlocationwithin regulardatalines. In this way, theblocksareorderedand
noiseis removed.

All the datablocksarenext measuredto determinethe locationof their edges.For example,to measurethe
vertical location of the top edge,the top pixels are locatedexclusive of thoseat the left and right edgesof the
boundingbox. Fromthemeasurements,a histogramof block andspacesizesis constructedfor each”text block”,
andthetypeof quantization,numberof levels,andbestsizesfor eachquantizationlevel aredetermined.

Using thesequantizationlevels, thedatais thenextractedfrom eachdatablock. Any dataneara quantization
boundaryis flaggedasuncertain,andcanbehandledby erasuresin theerrorcorrectionencoding.After decodingthe
messageandXORing with thesameword usedfor encryption,theCRCis inspectedto determinethat themessage
wascorrectlydecoded.

4 Applications

We briefly considerthreeapplications,eachof which makesspecialuseof the iconic form. Thefirst andmost
obvious applicationis similar to thatof Peairs,wherethepapericon representstheactualdocument,e.g.,through
encodingtheURL. If asingleicon is printedonapage,theelectronicdocumentcanbeautomaticallyselectedwhen
thepageis scanned.If a pagecontainsmorethanoneicon,a meansmustbeprovidedfor theuserto indicateto the
systemwhich icon is to beselected.

The secondsetof applicationsis to print an icon on every pageof a document,containingmeta-information
referring to either the documentor the specificpage. For the former, the icon can hold the documentversion,



revisionhistory, authorization,or keywords.

The icon canalsobe usedfor authentication,by insertinga digitally-signedhashcode,possiblyincluding the
sender’spublickey. Thehashfunctioncanbederivedfromthetext if theelectronicformof thedocumentisavailable.
However, evenif only a scannedimageis available,a hashcodecanbederivedfrom it by a methodsimilar to that
usedby O’GormanandRabinovitch for photographicimages.�/ Thatmethodrequiresdividing theimageinto 0 x 0
pixel squares,andderiving a numberfor eachsquarethatdependson therelative averagegrayvaluesbetweenthat
squareandits neighbors.The relative valuemustbe usedbecausealthoughabsolutegray valuescanchangedue
to printing, copying andscanning,therelative valuestendto bemorestable.For text, it is moreappropriateto use
text-like features,suchasthenumberof edgepixelsat variousorientations,ratherthanphotographicfeaturessuch
asaveragegray values. Thesetext-like featurestendto be stablewhencopying andscanning,so it is possibleto
developfrom themanumberfor eachsquarethatdependsonthefeaturevaluesin thatsquare.Fromthesetext-based
features,thehashcodefor the imagecanbedeveloped.Wherethereis a mixtureof imageandtext on thepage,a
segmentercanbeusedto determinewhichfeatures(or none)shouldbeusedfor eachgrid. Onespecialfeatureof the
iconsis thatthey don’t even require a a hashing function on the image, becausetheicon itself hastheapproximatey
appearanceof the page. The signaturecanencodea known text (to verify authorship)anda personcanvisually
inspectthepageandtheicon to verify thatthey aresimilar.

A third applicationis to provide information that would enhancethe performanceof a characterrecognition
system.If theoriginal documentis in electronicform, thentheactualtext is known at thetime theiconic imageis
constructed.LoprestiandSandberg describeda methodfor generatingerror-correctiondatathat is speciallysuited
for text..1 For eachline of text, they generatea decimatedstring consistingof onebit for eachcharacter, plus a
hashstringfor errordetection.This requiresabout20 percentof thefull ascii text, which is toomuchfor theiconic
encodingdescribedhere. However, we areable to storeiconic datathat containsinformationaboutthe number
of wordsin a line or the numberof charactersin eachword. Further, by encodingthe datain eachiconic line to
correspond with a text line in the original image, we canregisterthedataexplicitly with thesourcetext. Theword
lengthinformationcando morethanidentify recognitionerrors.Many errorsaredueto mergedcharacters,andthe
a priori informationaboutthenumberof charactersin awordcanhelpduringrecognition.Word lengthinformation
canalsobeusedto reducethenumberof split or joinedwords.Thesemethodscanbeusedevenif theoriginal image
is not in electronicform, becausetheimagecanbescannedathighresolutionin grayscaleto provideaveryaccurate
measurementof thetext properties.Thisdata,whenencodedin theicon, is thenusedto improve OCRderivedfrom
medium-resolutionbinaryscans.

5 Summary

Arbitrary digital datacanbeembeddedinconspicuouslyin aniconic representationof a text image.Themethod
describedhereencodesthemessageinto theshapeandlocationof rectangularblocksthatgive thevisualappearance
of text at high reduction. For mediumresolutionprintersandbinary scanners,more than100 bytesof datacan
reliably beencodedon an icon of a typical pageimage.Theactualdensityis about250bytes/in� on a 6x reduced
imageand 350 bytes/in� on a 8x reducedimage. With grayscalescanners,the quantizationparameterscan be
reduced,allowing about50percentmoredatato bestored.

Theability to embedarbitrarydataenablesa numberof documentimagingapplicationsthat link thepaperand
electronicworlds. The machine-readabledatacanrefer to the locationof the electronicdocumentor to metadata
relatingto it, to thespecificpaperdocumentcarryingtheicon,or to electronicdatain thedocumentitself. Examples
in the first casearethe URL, versionandkeywords; in the secondcaseprinting, authorizationandauthentication



information;andin thethird casekey numericaldata,thelocationanddescriptionof key componentssuchassection
headingsandelectronicbackings(e.g.,spreadsheets)for tables,andinformationaboutthetext thatwould improve
OCR.
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